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Disclaimer – An Opinion
● Independent research
● Educational purposes only
● No affiliation with any entity in this presentation
● All research was conducted in good faith
● Nothing today represents any beliefs, employers, 
past employers, or future employers

● All content in the slides is CC0
● All other trademarks, logos and brand names are 
the property of their respective owners



Sick Codes - good faith hackerman ●

● https://github.com/sickcodes
● https://twitter.com/sickcodes
● https://linkedin.com/in/sickcodes
● https://sick.codes

●

●

https://github.com/sickcodes
https://twitter.com/sickcodes
https://linkedin.com/in/sickcodes
https://sick.codes/
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This talks is suitable for
● Anyone who uses electricity
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• Good intentions
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What am I
• Good intentions
• I follow all CFAA laws!
• Just the messenger
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What I’m not
• A threat actor
• Not an expert
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Today’s session
• Not a lecture
• Read between the lines…
 



 

Today’s session
• Not a lecture
• Read between the lines…
• Not overly technical
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EDMI
Atlas
Mk7A



 

allows disconnection and 
reconnection of 
electrical services 
remotely…

...read remotely for 
billing purposes...
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SKU: RTS640 Ripple Control 
Transmitter
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SKU: RTS600
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11,000 Volts
20,000 Volts
30,000 Volts
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22,000 Volts



 



 



 



 

...they shut 
down the load 
until the signal 
is disabled or 
another 
frequency signal 
is received. 



 

But that’s pretty hardcore… 



 

But that’s pretty hardcore… 

Or is it?
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connected to the grid?
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Many, many things...



 

What else is TCP/IP 
connected to the grid?

Many, many things...



 

What else is TCP/IP 
connected to the grid?

Many, many things...
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US Facts:
...first half of 2022
...solar installations 
accounted for nearly…
40 percent of all new 
electricity-generating 
capacity…
added to the U.S. grid. 
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Who looks after Solar in US?
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● Household owner
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● Energy.gov
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Who looks after Solar in US?

● Household owner
● Energy.gov
● Office of 
Cybersecurity, Energy 
Security, and 
Emergency Response

● NERC, NRCC, CISA, 
etc… FEMA?
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Who looks after Solar in AU?
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Who looks after Solar in AU?

● Clean Energy Regulator
CER
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Who looks after Solar in AU?

● Clean Energy Regulator
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● Clean Energy Council
CEC
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Who looks after Solar in AU?

● Clean Energy Regulator
CER

● Clean Energy Council
CEC

● Until February 2024… the CEC is 
stepping down



 

Why is this interesting?



 

Why is this interesting?
Household owners effectively 
become the guardians of the 
grid



 

Why is this interesting?
Household owners effectively 
become the guardians of the 
grid

https://survival-mastery.com/basics/family-survival-system.html
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US
Grids
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ZA



  56

US Cyber + Energy

● CESER
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Focus
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Facts:
Securing distributed grids is 
clearly a priority
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Facts:
Securing distributed grids is 
clearly a priority

What is a distributed grid?
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DAO?

https://
www.osti.gov/
pages/biblio/
1660215



 

What happens when
the power goes out?



 

What happens when
the power goes out?

What happens when Grid 
Supply drops?



 



 



 



 Cruise demo
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Sooo...

● During disasters
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● Cell phone reception drops
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Sooo...

● During disasters

● Cell phone reception drops

● Autonomous cars just stop
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Sooo...

● During disasters

● Cell phone reception drops

● Autonomous cars just stop



 

What about electric 
planes?



 
Distributed Energy Resource Cybersecurity Framework Best Practices, NREL Technical Report (2020) 

https://www.nrel.gov/docs/fy20osti/75921.pdf
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Powell, Charisa, Konrad Hauck, Anuj Sanghvi, and Tami Reynolds. 
2020.
Distributed Energy Resource Cybersecurity Framework Best Practices.
Golden, CO: National Renewable Energy Laboratory. NREL/TP-5R00-
75921.
https://www.nrel.gov/docs/fy20osti/75921.pdf.
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Required:
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My opinion

● DER site personnel
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My opinion

● DER site personnel
is anyone who
has a solar
system



 

What really happens when the 
power goes out?



 

https://www.youtube.com/watch?v=9K8paP0fuoc
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What really happens when the power goes out?
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What really happens when the power goes out?

● Electric cars stop charging
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What really happens when the power goes out?

● Electric cars stop charging
● Water stops pumping
● Refrigerator motors stop
● Air conditioner motors stop
● Data centers die
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What really happens when the power goes out?

● Electric cars stop charging
● Water stops pumping
● Refrigerator motors stop
● Air conditioner motors stop
● Data centers die
● Cashless payments stop
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Ready.gov recommends:

● Throw away any food that has been 
exposed to temperatures 40 degrees 
or higher for two hours or more
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Maui Tragic Fires

https://www.wsj.com/articles/maui-fires-electric-grid-hawaiian-electric-
green-energy-2b2c1399
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Maui Tragic Fires

● Warning: Current Event, not to be 
taken as fact.
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Maui Tragic Fires
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Maui Tragic Fires

https://firms.modaps.eosdis.nasa.gov/usfs/map/#t:adv;d:2023-08-09..2023-
08-10;l:landsat,noaa20-viirs,viirs,modis_a,modis_t,countries;@-
156.3,20.7,10.4z
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Maui Tragic Fires

https://firms.modaps.eosdis.nasa.gov/usfs/map/#t:adv;d:2023-08-09..2023-
08-10;l:landsat,noaa20-viirs,viirs,modis_a,modis_t,countries;@-
156.3,20.7,10.4z
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Maui Tragic Fires

https://firms.modaps.eosdis.nasa.gov/usfs/map/#t:adv;d:2023-08-09..2023-
08-10;l:landsat,noaa20-viirs,viirs,modis_a,modis_t,countries;@-
156.3,20.7,10.4z
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Maui Tragic Fires

https://firms.modaps.eosdis.nasa.gov/usfs/map/#t:adv;d:2023-08-09..2023-
08-10;l:landsat,noaa20-viirs,viirs,modis_a,modis_t,countries;@-
156.3,20.7,10.4z
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Maui Tragic Fires

● Very challenging road ahead
● Monumental rebuild project



 

What is 
catastrophic 
failure?
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Snow damaged 30 MW of PV systems in Japan in 2018-21 
period
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FEMA Risk Tool
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Avalanches
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Coastal Flooding
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Earthquakes (High Impact)
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Hail (Med-High Impact)
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Heat Wave (OK for Solar)
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Hurricane (Extreme Impact)



 

Strong Wind (High Impact)



 

Is solar a big enough 
energy source to 
worry about?
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● Solar
2.8%
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Australia
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Solar on the up



  121

● Solar may only be 2.8% 
USA and higher is AUS 
but…
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● Solar may only be 2.8% USA 
and higher is AUS but…

● Significantly higher in 
some places
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Hawaii is a good example

In 2022, solar power provided 
about 17% of Hawaii's total 
electricity…
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Note:

I presented these Hawaiian 
statistics in April 2023
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Hawaii is a good example

In 2022, solar power provided 
about 17% of Hawaii's total 
electricity…
… small-scale, customer-sited 
solar power generation
… 10th-highest among the 
states. 
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Hawaii Airport
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Solar panels on Hawaii Airport
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Google maps

● Provides a literal 1:1 map 
of high risk energy solar 
dependent areas
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ID panels

● East West panels



  130

ID panels

● East West panels

● Power all day
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ID panels

● East West panels

● Power all day

● Older style
arrangement



 

Darker panels == higher 
efficiency



 

Darker panels == higher 
efficiency

Higher efficiency == newer 
panels



 

Darker panels == higher 
efficiency

Higher efficiency == newer 
panels

Newer panels == Wifi and shit



 

Hawaii airport
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https://
hidot.hawaii.gov/
airports/
installation-of-
nearly-3000-
solar-panels-at-
hnl-complete/



 

Hawaii Department of Transportation 
(HDOT)
Terminal 2 garage… Contract with 
Johnson Controls Inc.
$600 million in energy savings for 
the airports division
largest single state contract of its 
kind in the nation.



 



 



 



 



 



 



 

Brisbane Airport



 

Brisbane Airport



 

Brisbane Airport



 

Brisbane Airport



 

Brisbane Airport



 

Brisbane Airport

https://www.bne.com.au/corporate/projects/bne-projects/completed-
projects/solar-upgrade



 

Brisbane Airport

https://www.youtube.com/watch?v=qFfOmQBQuaU



 

Brisbane Airport

https://www.youtube.com/watch?v=qFfOmQBQuaU



 

Brisbane Airport

https://www.youtube.com/watch?v=qFfOmQBQuaU
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What is that box?

● The Inverter
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What even is a solar system?

● DC Energy generated from sun.



 

https://eee-resetsg.blogspot.com/2016/03/dc-vs-ac.html
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2+ Types

https://
www.sumcosi.
com/
english/
products/
process/
step_01.html
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Old Polycrystalline Method



  158

Better and better
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Monocrystalline
silicon
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Monocrystalline silicon
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Dope with boron & phosphorous
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Solar is simple af

● boron (3 valence electrons = 3-
valent)

● phosphorus (5 valence electrons = 
5-valent)



  164https://www.halbleiter.org/en/fundamentals/
doping/
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Remember

● Darker
= Power
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Remember

● Darker
= Power

● Help to ID
via 
satellite
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The inverter is 
the WiFi boii



 

The inverter is 
the WiFi boii

Not discussing micro 
inverters today, e.g. 
Enphase
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Inverters
● Fronius (AT)
● SolarEdge(IL, CN)
● Huawei (CN)
● SMA (DE, CN)
● SUNGROW (CN)
● GOODWE (CN)
● GROWATT (CN)
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Inverters
● Fronius (AT)
● SolarEdge(IL, CN)
● Huawei (CN)
● SMA (DE, CN)
● SUNGROW (CN)
● GOODWE (CN)
● GROWATT (CN)
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What is the important feature?

(according to customers)

https://www.cleanenergyreviews.info/blog/best-grid-connect-solar-
inverters-sma-fronius-solaredge-abb
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https://www.cleanenergyreviews.info/blog/best-grid-connect-solar-
inverters-sma-fronius-solaredge-abb

WiFi
monitoring

What is the important feature?



 

Can you cause 
catastrophic failure 
over WiFi?



 

Let’s take a look
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What should we look for?
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What should we look for?

● Software controlled limits
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What should we look for?

● Software controlled limits
● Bad code
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● Software controlled limits
● Bad code
● Bad installation process (with 
respect to networking)
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What should we look for?

● Software controlled limits
● Bad code
● Bad installation process (with 
respect to networking)

● Large single points of failure
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What should we look for?

● Software controlled limits
● Bad code
● Bad installation process (with 
respect to networking)

● Large single points of failure
– Such as centralized control..
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Briefly:
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Cyber issues
according to NERC
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Inverter issue reliability
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So, can we:

● Force inverters to fail?



  189

So, can we:

● Force inverters to fail?
● Push malware to inverters?
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So, can we:

● Force inverters to fail?
● Push malware to inverters?
● Drop a % of inverters at once?
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So, can we:

● Force inverters to fail?
● Push malware to inverters?
● Drop a % of inverters at once?
● Force a weather event?
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Powered by Hisilicon

● Fabless semiconductors from 
Shenzhen
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Powered by Hisilicon

● Fabless semiconductors from 
Shenzhen

● Owned by Huawei
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Powered by Hisilicon

● Fabless semiconductors from 
Shenzhen

● Owned by Huawei
● Immune to certain sanctions
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Smart Dongle
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QR Contents
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IP65

● and rated as "dust tight" 
and protected against 
water projected from a 
nozzle
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IP65

● "Dust tight" 

● Protected 
against water 
projected from 
a nozzle
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Where does the dongle go?
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https://www.cleanenergyreviews.info/solar-inverters
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● Is there
anything odd
in this pic?
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● Outdoor
ethernet
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Applicable defences...

● DHCP?
● Isolate?
● VPN?
● DMZ?
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● SIM
version

https://www.pveurope.eu/solar-modules/intersolar-award-2019-huawei-
raycatch-and-jinko
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Trying not to dox anyone
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Trying not to dox anyone

● All following slides 
occurred in Minecraft
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Costco in Minecraft
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Multi storey buildings

● Obviously rooftop systems
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Multi storey buildings

● Obviously rooftop systems
● Power suffer from cable resistance
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Multi storey buildings

● Obviously rooftop systems
● DC Power level susceptible to cable 
length

● Inverters typically on the roof
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However

● To avoid fires
● And allow rapid shutdown
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However

● To avoid fires
● And allow rapid shutdown
● They’re generally accessible
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Thx G
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Useful to access network?

● There’s 5G towers up there anyway



  234

Useful to access network?

● There’s 5G towers up there anyway
● The Library has free WiFi
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Useful to access network?

● There’s 5G towers up there anyway
● The Library has free WiFi
● Library isn’t important to me
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Useful to access network?

● There’s 5G towers up there anyway
● The Library has free WiFi
● Library isn’t important to me

● Just reminder to read between lines
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IP65
WLAN
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“Primary Entrance”

https://www.cisa.gov/sites/default/files/publications/
protecting_your_digital_home_tip_sheet_2022_092022.pdf
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IP65 outdoor usage

●When have you ever 
installed a router 
outside your house?
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CCTV?

https://
blog.swann.co
m/dvr-vs-nvr-
whats-the-
difference/
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Solutions for Solar?

● Assign an IP for physical port
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Solutions for Solar?

● Assign an IP for physical port
● Isolate based on MAC
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Solutions for Solar?

● Assign an IP for physical port
● Isolate based on MAC
● VPN? VLAN?
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Solutions for Solar?

● Assign an IP for physical port
● Isolate based on MAC
● VPN? VLAN?
● Too much work?
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How about centralized control?
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The App

https://intl.fusionsolar.huawei.com/
pvmswebsite/nologin/assets/build/index.html#/
jumppage
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The App

https://ske-solar.com/en/fusionsolar-app-im-google-playstore/
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Cool requests

● GET 
/rest/pvms/web/viewsetting/v1/viewc
fg?
userName=admin&userId=1&viewType=3&
_=1676612550356 HTTP/1.1

● Host: intl.fusionsolar.huawei.com
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userId: 1
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Back to dongle for a sec
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● Dual UART
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● Dual UART
● Most likely SSID
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Interesting...
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Interesting...
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Interesting...

● I for one, would prefer to 
self-manage my Decentralized 
Energy System, rather than 
use Huawei’s managed service



 

Centralized control...
Of a distributed energy grid 
system...
Thousands of miles away...



 



 



 

flashrom -p 
ft2232_spi:type=2232H,port=B,
divisor=4 -c 
'GD25B128B/GD25Q128B' -r 
Huawei_GD25B128B.bin
flashrom -p 
ft2232_spi:type=2232H,port=B,
divisor=4 -c 
'GD25Q127C/GD25Q128C' -r 
Huawei_GD25Q127C.bin



 



 



 



 



 



 



 



 



 

WlanRespWlanInit
WlanCtlRespApStart
WlanCtlRespGetLog
WlanCtlRespApStop
WlanCtlRespApGetStatus
WlanCtlRespApGetStaNum
WlanCtlRespStaStartScan
WlanCtlRespStaGetScanApNum
WlanCtlRespStaGetScanInfo
WlanCtlRespStaConnect
WlanCtlRespStaDisconnect
WlanCtlRespStaGetStatus
WlanCtlRespStaGetRssi
WlanCtlRespApSetHostAddr
WlanCtlRespApSetNetwork
WlanCtlRespStaSetHostAddr
WlanCtlRespStaSetNetwork
WlanCtlRespStaSetGateway
WlanCtlRespApGetHostAddr
WlanCtlRespApGetNetwork
WlanCtlRespStaGetHostAddr
WlanCtlRespStaGetNetwork
WlanCtlRespStaGetGateway
WlanDealCmdResp

WlanCtlRespStaStartDhcp
WlanCtlRespStaStopDhcp
WlanCtlRespGetMac
WlanCtlRespGetApMac
WlanCtlRespSetEdmacRegionCode
WlanCtlRespUartUpgrade
WlanCtlRespSdioUpgrade
WlanCtlRespBaudNego
WlanCtlRespArpTableCmd
WlanCtlRespRouteTableCmd
WlanCtlRespPingCmd
WlanRespDbg
WlanRespMac
WlanRespHand
WlanRespDnsSetSvr
WlanRespDnsGetSvr
WlanRespDataLen
WlanRespAtTest
WlanRespVer
WlanRespSetSockOpt
WlanRespGetSockOpt
WlanRespSocket



 

WlanRespIwpCmd
WlanRespHiprivInitCmd
WlanRespHiprivCmd
WlanRespAtptCmd
WlanRespGetIp
WlanRespRecv
WlanRespClose
WlanRespShutdown
WlanRespGetPeer
WlanRespGetSock
WlanRespSelect
WlanRespIoctl
WlanRespFcntl
WlanRespWlanCtl
WlanGetHeadNode

WlanRespConnect
WlanRespListen
WlanRespBind
WlanRespSend
WlanRespSslCtl
WlanRespArpCmd



 

RATWINIT
RATWCTL
RATTSET
RATTGET
RATSOCKET
RATCONNECT
RATBIND
RATSEND
RATRECV
RATCLOSE
RATACCEPT
RATSHUTDOWN
RATGETPEER
RATGETSOCK
RATSELECT

RATIOCTL
ATFCNTL
RATCNTL
RATLISTEN
RATSSLCMD
RATARP
riwpriv
RATPT
RATIP
RATVER
RATDBG
RATMAC
RATHAND
RATDNSSVR
RATLEN
RATTEST
RATPRIVINIT
RATPRIV
RATDNSGSVR
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Interesting

● Nowhere to “confirm” on dongle.

● Receives updates without prompt.

● Can be updated without permission
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Centralized

● If Huawei suffers a breach.

● Someone can brick every 
single inverter in the 
world.



 

Final stretch
Threat modeling
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Distributed, inverter-based systems

● As we migrate from a centrally 
controlled, synchronous generator-
based grid to a highly distributed, 
inverter-based system
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Distributed, inverter-based systems

● As we migrate from a centrally 
controlled, synchronous generator-
based grid to a highly distributed, 
inverter-based system

● Lol jk, it’s centrally controlled 
bro
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Localized failures
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Catastrophic activity
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Catastrophic activity

●Centralized control of an 
entire brand
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Catastrophic activity

●Centralized control of an 
entire brand

●Disabling all brand via 
monitoring panel, at once
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●Grid supply drop, e.g. Hawaii 
by 17%
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Catastrophic activity

●Centralized control of an 
entire brand

●Disabling all brand via 
monitoring panel, at once

●Grid supply drop, e.g. Hawaii 
by 17%

●Load Shedding induced
●Power out
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Different causes, same outcome:

● Damage caused by overload on 
distributor
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Different causes, same outcome:

● Damage caused by overload on 
distributor

● Breaker trips
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Different causes, same outcome:

● Damage caused by overload on 
distributor

● Breaker trips
● Cable theft
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E.g. South Africa crisis

● Load shedding

https://www.eskom.co.za/due-to-the-breakdowns-of-eight-generation-
units-on-sunday-afternoon-stage-6-loadshedding-will-be-implemented-
continuously-until-further-notice/
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E.g. South Africa crisis

● Load shedding
● Burning diesel to meet demand too 
expensive

https://www.eskom.co.za/due-to-the-breakdowns-of-eight-generation-
units-on-sunday-afternoon-stage-6-loadshedding-will-be-implemented-
continuously-until-further-notice/
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E.g. South Africa crisis

● Load shedding
● Burning diesel to meet demand too 
expensive

● Coal fired plants maintenance/off

https://www.eskom.co.za/due-to-the-breakdowns-of-eight-generation-
units-on-sunday-afternoon-stage-6-loadshedding-will-be-implemented-
continuously-until-further-notice/
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E.g. South Africa crisis

● Load shedding
● Burning diesel to meet demand too 
expensive

● Coal fired plants maintenance/off
● Generating unit repairs

https://www.eskom.co.za/due-to-the-breakdowns-of-eight-generation-
units-on-sunday-afternoon-stage-6-loadshedding-will-be-implemented-
continuously-until-further-notice/
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E.g. South Africa crisis

● Load shedding
● Burning diesel to meet demand too 
expensive

● Coal fired plants maintenance/off
● Generating unit repairs
● Undersupply of coal

https://www.eskom.co.za/due-to-the-breakdowns-of-eight-generation-
units-on-sunday-afternoon-stage-6-loadshedding-will-be-implemented-
continuously-until-further-notice/
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Under capacity
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So, can you induce Load Shedding?
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So, can you induce Load Shedding?

● Answer should be pretty 
clear
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Distributed Energy Cyber Attack

https://www.energy.gov/eere/femp/severe-weather-resilience-solar-
photovoltaic-system-design
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Distributed Energy Cyber Attack

● Unaffected by weather

https://www.energy.gov/eere/femp/severe-weather-resilience-solar-
photovoltaic-system-design
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Distributed Energy Cyber Attack

● Unaffected by weather
● Catastrophic consequences

https://www.energy.gov/eere/femp/severe-weather-resilience-solar-
photovoltaic-system-design
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Distributed Energy Cyber Attack

● Unaffected by weather
● Catastrophic consequences
● Reliance on overseas technology

https://www.energy.gov/eere/femp/severe-weather-resilience-solar-
photovoltaic-system-design
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Distributed Energy Cyber Attack

● Unaffected by weather
● Catastrophic consequences
● Reliance on overseas technology
● Trust in insecure products

https://www.energy.gov/eere/femp/severe-weather-resilience-solar-
photovoltaic-system-design
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● Unaffected by weather
● Catastrophic consequences
● Reliance on overseas technology
● Trust in insecure products
● Little to no assessment

https://www.energy.gov/eere/femp/severe-weather-resilience-solar-
photovoltaic-system-design



 

Thank you

github.com/sickcodes
twitter.com/sickcodes
linkedin.com/in/sickcodes
sick.codes

https://github.com/sickcodes
https://twitter.com/sickcodes
https://linkedin.com/in/sickcodes
https://sick.codes/
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